
Enable one login to serve all of 
an employee’s apps—whether 
those apps support single 
sign-on via SAML or not. 

Grant access on a least privi-
lege basis using time, location, 
device, and duration controls 
applied with granularity.

Specify who can access, edit, 
and share cloud files and 
resources, and what can and 
can’t be stored in them. 

Cloud safety and data loss prevention.
Advanced access control. Endpoint-based DLP.

Provide single sign-on (SSO) to 
your users and control access 
to company resources on a 
least-privilege basis with powerful, flexi-
ble access control policies.

THE PROBLEM

Data travels fast—including where it shouldn’t.
You’re awash in a sea of cloud applications, employees, employee 
devices, and sensitive company data.

How do you keep your apps safe when employees need to remember lists 
of constantly changing passwords? How do you ensure that company 
resources are open only to authorized users on work devices during work 
time? How do you keep your cloud data from escaping to those devices?

Can you solve these problems with the budgets and team you have?

THE SOLUTION

Plurilock AI Cloud DLP secures your cloud world.

THE SOLUTION

DEFEND™ delivers full-session identity assurance.

HOW IT WORKS

Gain control of your cloud applications and your endpoints.
Plurilock AI Cloud DLP pairs the simple, powerful Plurilock AI Cloud platform with a 
lightweight data loss prevention agent for your employees’ endpoints, ensuring cloud safety on your terms..

www.plurilock.com
sales@plurilock.com

+1 888 282-0696 (USA West)
+1 908 231-7777 (USA East)

+1 866 657-7620 (Canada)

Cybersecurity and Zero Trust
Assessments and consulting

IT products and solutions
Professional services

Managed services

 Single sign-on

 Email DLP

Keep users of company 
resources from downloading, 
copying, pasting, or sharing 
work data to unauthorized individuals, 
externals, or personal accounts.

 Establish access control

Limit use of company resourc-
es to business hours. Block 
personal email and personal 
developer accounts. Grant or deny for 
specific devices and locations.

 Stop data misbehavior  Achieve compliance

 Least privilege

 Endpoint DLP

 Cloud app control

 Future Proof

Ensure that email containing 
sensitive or dangerous data 
is stopped in its tracks, before 
delivery occurs.

Prevent sensitive downloads, 
data copy-paste, and the use 
of personal apps or email while 
using company resources.

Deploy knowing that if your se-
curity needs grow in complex-
ity, Plurilock AI grows too—no 
expensive rip-and-replace.
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Why Plurilock AI is Different
Unique support for cloud applications that don’t natively 
offer SSO compatibility. Unique access controls for least 
privilege. Exclusion of personal software and sharing.

The Plurilock AI platform provides more comprehensive 
least privilege and DLP capability—in a single platform.

Why Plurilock AI Matters
Work now happens in the cloud across many applications 
and platforms, and the steady, year-over-year growth in 
major data breaches is a side effect of this complexity. 

Plurilock AI makes employee life simpler and company 
data safer in an era of growing cyber-risk.



Plurilock AI Cloud DLP — Data Sheet

SSO COMPATIBILITY

•	 Cloud applications offering security assertion markup 
language (SAML) support for single sign-on (SSO) access

•	 Cloud applications not offering SAML support through user 
login simulation through existing login workflows

•	 Active directory and LDAP integration

NATIVE MFA CAPABILITY

•	 Temporary one-time password (TOTP) code provision
•	 FIDO2 passkey via mobile

ACCESS CONTROL

•	 IP address
•	 Time of day
•	 Geolocation
•	 Device ID
•	 Browser version

CASB COMPATIBILITY

•	 Google Workspace (formerly G Suite)
•	 Google Drive
•	 Microsoft 365 (formerly Office 365)
•	 Microsoft OneDrive

EMAIL DATA LOSS PREVENTION

•	 Regex ruleset creation
•	 Google Gmail
•	 Microsoft Outlook and E3+ email

ENDPOINT DATA LOSS PREVENTION

•	 Preview notify or block
•	 Local download notify or block
•	 Clipboard copy-paste notify or block
•	 Delete notify or block
•	 Attachment download notify or block
•	 External transmission notify or block
•	 Containerization
•	 USB device block

PERSONAL DATA AND ACCOUNT BLOCK

•	 Google Workspace / Gmail
•	 Microsoft 365
•	 Dropbox
•	 Github

DEPLOYMENT

•	 Lightweight endpoint agent (Windows, Mac OS, Linux)
•	 Browser extension

Least privilege solutions

	► Plurilock AI Cloud 
Single sign-on, access control, and 
email data safety

	► Plurilock AI Cloud DLP 
Single sign-on, access control, 
email data safety, and agent-
based data loss prevention (DLP)

	► Plurilock DEFEND™ 
Continuous authentication and 
risk scoring behavioral biometrics

	► Plurilock AI Complete 
Single sign-on, access control, 
data loss prevention, and continu-
ous authentication with integrated 
DEFEND™ technology for real-time 
least privilege and risk scoring

 
www.plurilock.com

sales@plurilock.com

+1 888 282-0696 (USA West)
+1 908 231-7777 (USA East)

+1 866 657-7620 (Canada)

Cybersecurity and Zero Trust
Assessments and consulting

IT products and solutions
Professional services

Managed services

Coyright © 2022, 2023 Plurilock Security, Inc. All rights reserved.


